
Privacy lawsuits are rising, especially among data-heavy industries that 
collect sensitive customer information, like healthcare, finance, retail, and 
technology. As a cyber insurance provider, we see these cases firsthand and 
have identified the most common issues that lead to lawsuits.

This list gives you quick, practical steps to reduce your risk using four pillars: 
Avoid, Mitigate, Accept, and Transfer.

Privacy Best  
Practices for Small  
& Midsize Businesses
A Practical Roadmap Informed By Real Claims Data
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Update your privacy policy annually 
Regulators often check when you last updated your privacy policy. Make sure it accurately describes 
what data your business collects and how it uses it, including any tracking tools from audits. 

Check cookie consent banners for deceptive patterns 
Give web visitors a real choice about tracking with one-click “reject all” buttons that are equally visible 
to “accept” options. Avoid “dark pattern” designs that trick users into accepting tracking, as deceptive 
cookie banners are a common target in privacy lawsuits.

Make sure your consent banner and tracking are synced 
Make sure your tracking tools only activate after website visitors give permission, not when the page 
first loads. Also ensure tracking completely stops when visitors decline cookies or click “reject all.” 
Allegations that an organization failed to take these steps come up frequently in privacy lawsuits. 

Add privacy notices to chatbots 
If you have chatbots on your website, make sure the first message tells visitors they’re talking to AI 
and that conversations are shared with the AI provider. 

For data your business does need to collect, the following steps can help reduce your risk 
based on common issues in privacy lawsuits and regulatory investigations.

MITIGATE Essential Risks

Audit your website tracking technologies 
Look at all of the tracking tools on your website (Google Analytics, Meta pixels, etc.) that are 
often added for marketing purposes. Ask yourself: “Do we actually use this data to make business 
decisions?” If you don’t run personalized ads, consider migrating to a privacy-preserving analytics tool

Pay special attention to TikTok pixels, Twitter analytics, and LinkedIn Insights tags — these data 
collection tools are disproportionately represented in our claims data.

Remove unnecessary employee monitoring  
Question whether you really need fingerprint time clocks, keystroke tracking, or GPS monitoring in 
company vehicles. Technologies like these (especially those that collect biometric data) can create 
privacy risks that often outweigh their business benefits.

The smartest approach is eliminating risks your business doesn’t need. Why create additional 
exposure for data that doesn’t help your business?

AVOID Unnecessary Risks
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Review cyber insurance coverage for privacy liability 
Work with an experienced cyber broker to ensure your cyber policy has broad coverage for privacy 
violations and avoid any coverage gaps. 

Cyber insurance is an important piece of the puzzle. Be sure to look at your organization’s 
coverage to understand what you’re covered for and what the policy is “silent” on.

TRANSFER Insurable Risks

Keep detailed records of user consent decisions 
During investigations or legal actions, you may need to prove you had proper legal basis to collect 
customer data, whether through consent, legitimate interest, or contractual obligations. Make sure 
these records are stored safely and are easy to search.

Include a privacy contact in your policy 
Make it easy for customers and regulators to reach you with questions. Companies that are hard to 
contact may face larger judgements and steeper penalties. In certain jurisdictions such a contact may 
be required, such as that of your data protection officer.

Prepare for regulatory inquiries 
Develop a response plan for government investigations because slow or inadequate responses are 
likely to increase enforcement severity. This should involve immediately engaging your cyber insurer’s 
claims hotline, who can find qualified external counsel from their panel.

Your business may not be able to eliminate every privacy risk. That is why it’s important to 
have an incident response plan in the event of a privacy law dispute, as slow responses could 
increase a business’ exposure from a litigation or regulatory perspective.

ACCEPT Remaining Risks

This communication is designed to provide general information on the topic presented and is not intended to construe or render legal or other professional services 
of any kind. If legal or other professional advice is required, the services of a professional should be sought. The statements contained herein are not a proposal of 
insurance but are for informational purposes only. Insurance coverage is subject to and governed by the terms and conditions of the policy issued. Coalition makes 
no representations regarding coverages, exclusions or limitations in any products offered on behalf of any insurer. Neither Coalition nor any of its employees make 
any warranty of any kind, express or implied, or assume any legal liability or responsibility for the accuracy, completeness, or usefulness of any information, product 
or process disclosed. Any action you take upon the information contained herein is strictly at your own risk. Coalition will not be liable for any losses and damages in 
connection with your use or reliance upon the information.

Coalition Insurance Solutions, Inc., an affiliate of Coalition, Inc., is a licensed insurance producer and surplus lines broker (Cal. license # 0L76155), acting on behalf of 
a number of unaffiliated insurance companies, and on an admitted basis through Coalition Insurance Company a licensed insurance underwriter (NAIC # 29530). See 
licenses and disclaimers.
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